Facebook Boot Camp
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users return daily



(| CBI CBI Cl
| CBI B CE
| CBI CBICB!
| CBI CBICB!
(| CBI CBI Cl
CBICBICEICB +
CBICBICEICE =
CBICEICECE S
CEICEICEICE &

ach month



- 2 hrs, 17 minsS Yasoo!

.1 hr, 21 mins You{TD

I 1 hr, 16 mins Gouogle

Time spent

hours
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Facebook users around the world
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149 million+ active users
70% return daily
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29 million+ active users
68% return daily

17 million active users
68% return daily

22 million+ active users
65% return daily

19 million+ active users
65% return daily

DL &
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X

10 million+ active users
66% return daily

13 million+ active users
58% return daily

17 million active users
67% return daily

4 million+ active users
71% return daily



Worldwide engagement

4 hours, 57 mins 29 ViSIts 53% daily

Average Visits per user Active users log in
(monthly) (daily)

Average time spent per user

(monthly)




U.S. demographic
breakdown

Gender
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Reorganizing
around people
delivers results
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The web Is being rebuilt
around people
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Army Senior Leader Social Media presences

Ewitter ’ Search e

| will never accept defeat

WWW.ARMY. MIL

THE OFFICIAL HOMEPAGE OF THE UNITED STATES ARMY I will never quit:

Info Leaders. Army Life Join

Homepage > Leaders Fromt Page > Chief of Staff of the Army

@Martin_Dempsey The Pentagon
37th Chief of Staff of the Army
http://www.facebook.com/CSADempsey

Stats as of:
20 April 2011

Gen. Martin E. Demp:
Expectati

PHOTOS  PHOTOS ARCHIVE VIDEOS

View biography{.pdf)
Official Photo(.jpg)

Timeline Favorites  Following v Followers v Lists v

1 Martin_Dempsey Gt
Just visited with this years Marshall Award winners at VMI. O
future is in very good hands. An inspiring bunch of future leadd

TAFF OF THE U.S. ARMY

OF INTEREST

GENEI AL MARTIN E. DEMPSEY

CHIEF C'

Vice Chief of Staff of the Army, Peter Chiarelli
Government Offi

SMA Raymond F. Chandler III - Top Posts

SMA Raymond F. Chandler III

Saturday, I had the opportunity to see our top Warriors at this year's Best
Ranger Competition and I must say, they were impressive, This competition
showcases the competence, physical and mental stamina, and competitive spirit of
the Rangers and I applaud every one of them. Great Job.

Chief of Staff of the Arm... - Top Posts
Vice Chief of Staff of th... - To
Chief of Staff of the Army, GEN Martin E. Dempsey &
the aum Ay, Traltng Vice Chief of Staff of the Army, Peter Chiarelli
News about a great new program to help our veterans and Soldiers.
Photos . ; ‘ ¢ , . msnbc tv
2N Video 2 wan : A on.msnbc. com

E info L., 2 5 GEN Peter Chiarelli speaks with Andrea Mitchell about President Obama's Joining

About
Welcome to my official Facebook
page.

2,221
people like this

Likes See Al
West Point - The
U.S. Military
Academy
U.S. Army
Training and
Doctrine

Duke Blue Devils

SMA Raymond F.
Chandler III

New York
Yankees

facebook

Army Training
@) 23 hours ago - Like
&) Bonnie Davenport, Wille Olsen, Jirgen Heidorn and 20 others like this.

£ View all 4 comments

B Deel. nm Great photos.
18h

Alan Landry Nice Marty, T hope you can pull up my profil picture
and recognize the guy in the middie!!!
16 hours ago

Chief of Staff of the Army, GEN Martin E. Dempsey

1 just departed VMI where I spoke with 350 ROTC Cadets who are this year's
Marshall Award winners. If you have any doubt about the patriotism, enthusiasm,
and character of our young leaders- don't. I was truly impressed by these young
men and women who wil lead our Army into the future. Thanks to the ROTC cadre
who develop these leaders and to GEN (R) Binnie Peay and staff who ensure YMI
remains a great institution.

& John Kerney, Wile Olsen, Jirgen Heidorn and 65 others like this.
3 View all 7 comments
Honey Airborne We got your back CoS, IAVA.org,,,come join us

sometimes...we would lie to hear your plans on this epidemic
of “suicides in our military"... you are welcome here anytime...Honey

[@) Photos - o B nfo Farces initiative.

About

Welcome to the official Facebook
Page for SMA Raymond F.
Chandler I1I, wher...

More

1,434

people like this

Likes
1st Cavalry

Division

Chief of Staff of
the Army, GEN
Martin E.

The U.S. Army

Vice Chief of Staff
of the Army,
Peter Chiarelli

facebook.

o) Susanna Avery-Lynch, Breanne Marie Swarts, Jack Ryan and 22 others like
this.

152 View all 4 comments

Maribel Arce GOD BLESS RANGER
Yesterday at 7:00am * & 1 person

Hu Rhodes Wel trained Soldiers using individual skils in a
competition designed to test the mettie of even the toughest
warriors are an inspiration to us all Seior leaders visiting the
CEEE by s e i v effort. Way cool!

SMA Raymond F. Chandler IIT
Where and when was this picture taken? (Higher Res)

&) Studioberlin Okazaki Ag, Wayne Moyer, Elizabeth Lockyear and 4 others like
i

Photos

= e
2 Discussions

About

Welcome to the Vice Chief of
staff of the Army, Peter Chiarelli's
offial...

More

3
peaple like this

Likes

The U.s. Army

U.S. Army
Comprehensive
Soldier Fitness

SMA Raym:
Chandler ITT

facebook.

Like * Comment
) Cariitos Zubiria, Ana Lima, Mary Baylee Anderson and 13 others like this.
& View all 7 comments

Carolyn Brady Whatis your response to this story:
Sunday at 3:50pm

Carolyn Brady http:/jmilitarytimes,com/news/20 1 1/04/miitary-
dearances-sexual-assault-040111w/
Sunday at 3:50pm

Vice Chief of Staff of the Army, Peter Chiarelli
Regarding the USA Today article below. Here is some excellent information
directly from our partners at the National Institute of Mental Health.

http://1.usa.qov igEu

NIMH - Army STARRS Preliminary Data Reveal Some Potential
Predictive Factors for Suicide

En\| examination of data from the U.S. Army's Total Army Injury and Health
AIHOD) has re ealed potential predictars of isk for
y results were provided by researchers
il'\g Army Study to Assess Risk and Resilience in

Current followers: 2,291
Launched: April 11, 2011

Current followers: 1,462
Launched: March 29, 2011

Current followers: 2,012
Launched: ~Oct 15, 2009




Facebook Glossary

Terms to know




Facebook Glossary

Profile: Facebook profiles are pages that display an individual user's personal information, as well as all
their interactions with friends.

Page: Facebook pages are established by organizations to share content with fans, consumers,
stakeholders, etc.

Wall: Where you and your followers can write on your profile. This is where you post your unit content
and people respond with “Likes” or “Comments.”

Comment: Comment is one of the options for users to give feedback about content. Clicking "Comment"
opens up a text box underneath the content. The user can add a note and the note will then appear
under the post.

Like: An option for giving feedback on content and posts. If a follower doesn’t have any actual
commentary to add but they want to acknowledge the content in some way, they can just choose to say
that they "Like" it. “Likes” also show how many people are following your page.

Profile/Page Tabs: Profile/page tabs divide content into different sections, such as photos, notes,
information and discussions. Profile/page tabs are located at the top of the page.

Groups: Groups are a bit different than pages. Users can set join permissions on groups so that they are
either open to anyone, closed (where users must get administrator approval to join) or secret (invite

only).



Getting Started
(personal account)



9 Critical sﬁ’g‘m g
(SafE|Y) B
#1: Friends Only
#2: Less Sharing

#3: Personal Protection '
#4. App Remover

oo Wil

#5: Lim ted Access 5

#6: DorjtT’\t eitP OnaL by

#7. Stealth |

#8: Good Networking -

#9: Don’t Become a Target w
Br e



Step #1:. Friends Only

= To take a closer look at your settings, click on your account at the upper right
corner of your page. As you'll see, if you haven't already adjusted them, your
privacy settings will be set to the Facebook default.

Profile Filar =i~ Account «

[E Sharing

Edit Friends Everyone

Friends of Friend
Use Facebook as Page T
- Friends Only

Privacy Settings

Help Center

Logout

+# This is your current setting.




Friends Only

» These are the settings recommended by the Army. Sharing only with friends
eliminates the risk of your content falling into the hands of people you’'ve never
met.

= When you list something as “other” it typically means you've customized your
settings further than the categories offered in the first three columns.

[E Sharing on Facebook

Everyone Friends of
¥ Everyone Friends / Friends Only Other

Friends of Friends My status, phaotos, and posts
L]
Friends Only
Family and relationships
Photos and videos T
Recommended Religious and political views

Birthday
Custom (v I
Zan comment an pasks

Conkact information

# Customize settings « This is your current setting.



Step #2:. Less sharing

= After changing the basic sharing settings, click on the “customize settings”
link at the bottom of the page. This will allow you to further customize what
you share with others.

[ sharing on Facebook

Evervone Friends of
¥ Everyone Friends Friends Only Other
Friends of Friends My status, phatos, and posts
. Bio and favorite quotations
Friends Only
Family and relationships
Photos and wideos I'm kagged in

Recommended Religious and political views

Birthday
Custom v FHIE
Zan comment on posts

Places I check in o

Contack information

# Customize settings w " This is your current setting,



Less Sharing

= Once you've clicked through to the “customize settings” link, the Army
recommends you change your settings to match the screenshot below.

Customi ¢ an see and comment an thine ou share, things on your VWall and thin ou're tagged in.

Things I share Posts by me

DraFault setting For posts, including status updates and photos

& Friends Only —
Family & Friends Only -

Relationships & Friends Only ~

Interested in and looking for & Only Me -
Bio and Favorite quotations & Friends Only ~
Website

& Friends Only —

Religious and political views

Birthday & Friends Only -

Places I check in to & Friends Only ~

Include me in “People Here Mow™ after I check in
“fisible to fiends and peaple checked in nearb ee an example) = Enable




Step #3: Personal Protection

= Once you change your sharing settings, take a look at the other setting
options. Click on “view settings” at the top.

» This takes you to a page where you can control your privacy settings even
further.

= Once you click through, you’ll be able to adjust how you can be searched
and who can view your basic information.

Choose Your Privacy Settings

] Connecting on Facebook

Control basic information your friends will use to find you on F

[[B} Sharing on Facebook

These settings control who can see what you share,

Everyone Everyone Friends of Friends Friends Onhy



Personal Protection

Choose Your Privacy Settings»

4 Back to Privacy

Once on this
page, the
Army
recommends
changing all
of the default
settings to
match those
on the right.

T}, search for me on
Facebook

45, send me friend
requesks

qEJ Send me messages

L See my friend list

i See my education and
work

ﬂ See my current city
and hometown

l See my interests and
other Pages

Basic Directory Information

u From

nakes and

up with and Friends ne onfirm it's

common interests based on

Preview My Profile

ng the other b

& Friends of Friends ~

[~ Everyone +
= Everyone ¥

& Friends Only =

& Friends Only ~

& Friends Only =

& Friends Only «




Personal Protection

. CO ntl nue mOV| ng Things others share Photos and videos I'm tagged in ' & Only Me + »
down the page and | |
m ake Ch an ges to Icrwall:f?mwelzti 311‘ ph?j'.tjf Wall posts, and photos w—

what others can Friends can post on my Wall M Enable
share on your page
and who can view
your contact Friends can check me in to Places Disabled +
information. Follow
the suggested
settings on the right.

Can see Wall posts by friends & Friends Only +~ '

Contact information Mobile phone ' & OnlyMe +

Other phone ' & Only Me + ‘

Address 'a Only Me « -

IM screen name & Friends Only + -

-@gmail.com ' & Only Me + .




Step #4: App Remover

Next, go back to your settings
page and click on the “Apps and
Websites” link at the bottom of
the page.

By default, apps have access to
your friends list and any
information you choose to share
with everyone.

This page allows you to delete
apps you do not trust.

Choose Your Privacy Settings

] Connecting on Facebook

Control basic information your friends will use to find you on Facebook. View Settings

[E sharing on Facebook
These settings control who can see what you
Everyone
Friends of Friends
Friends Only

Recommended

g2 Apps and Websites

Edit your settings for using apps, gam
websites,

share,

Your status, photos, and posts

# Customize settings

@ Block Lists
Edit your lists of blocked |:|E|:-|:||E
apps.




App Remover

» Make sure you remove any unwanted applications and make your game and
application activity visible to friends only.

Yhat you're using You're using 11 applications, games and websites:

= 1 MG ¢ 30 &E&

Game and application
activity

Info accessible through I_unrrul what info nrru:nhn N is available ko applications and websites
your friends ’

Instant personalization




Step #5: Limited Access

Make sure you also click on “info accessible through your friends”.

What you're using

Game and application
activity

Info accessible through
vour friends

Instant personalization

You're using 11 eq:q:ulin:alzi-:unsJ games and websites:

v N&EA

# Remove unwanked or spammy applications.

22 Turn off all platform applications.

Who can see wour recent ackivity on their games and applications
dashboards,

iZontral what information is available ko applications and websites
when wour Friends use them,

Lets wou see relevant information abauk your friends the moment
wouU arrive on seleck partner websites,

& Friends Only ~

Edit Settings

Edit Settings




Limited Access

» Then unselect everything and save your changes.

» Reminder: This is the information applications access through your friends, so
be careful what you leave checked.

Info accessible through your friends

Use the settings below bo contral which of your information is aw:
when your friends use them, The more info you share, the more

[T Bio [ My videos

[T Birthday [ My links

[T Family and relationships [T My notes

[T Interested in and looking for [T Photos and videos I'm tagged in
[T Religious and political views [T Hometown

[T My website [T Current city

[T IF I'm online [T Education and work
[T My status updates [T Activities, interests, things I like
[T My photos [T Places I check in ko

Mok ur narne, profile pickure, gender, networks and user ID (along with ary other information you've
set onel is available to friends' applications unless wou tarn of F platform applications and websites,

Save Changes




Step #6: Don’t Take it Personal

= Next, edit your settings in the “Instant personalization” option.

What you're using You're using 11 applications, games and websites:

=1 MGe TEEE

am
(@

emove umwanked or spammy applications,

Turn aff all platFarm applications,

Game and application Wwhio can see wour recent activity on their games and applications & Friends Only ~
ackivity ashboards,

Info accessible through Conk at information is available to applications and we
your friends \ iends Uze

Instant personalization

Public search Show a pi
sing a se




Don’t Take it Personal

Uncheck the box that reads “enable instant personalization on partner websites”.
This will keep Facebook’s partner companies from accessing your personal
iInformation.

Choose Your Privacy Settings . Instant Personalization

1 Back to Apps

Instant Personalization We've partnered with a few websites to provide you with great, personalized experiences the
moment you arrive, such as immediately playing the music you like or displaying friends' reviewss.
To tailor your experience, these partners only access public information (like your name and
profile picture) and information available to everyone.

When you first arrive at the following sites, you'll see a notification message and an option to turn off the
personalized experience:

Bing - Socdal Search

Pandora - onalized Music

TripAdvisar -

Yelp - Friends' Local

Rotten Tomatoes -

[ ersonalized TV Recommendations

To turn off instant personalization on all partner sites, unchecdk the box below.

[ Ena ble instant personalization on partner websites.




Step #/7:. Stealth Mode

» The last stop on this page is the “public search” option.

What you're using

Turn off all plakform applications.

Game and application ur recent ackivity on their games and applications & Friends Only ~
activity .

Info accessible through Cank at infarmaki silable to spplications a 5 Edit Settings
your friends 5 U3

Instant personalization oL 5 b inform about your friends the moment Edit Settings

Public search




Stealth Mode

» |tis recommended that you uncheck the “enable public search” box.

= This will keep your profile from appearing when people search for your name.

= |f you leave public search enabled, content you share with “Everyone” is open to
anyone on the web, not just Facebook.

= Once you unchecked this function, it will take a short period of time for the
change to register and for your profile to stop appearing in searches.

Choose Your Privacy Settings , Public Search

1 Back to Apps

Public search FuI:nIu .:"'n:lrlj'l controls whether people who enter your name in a search engine will see a preview of your Facebook

o arch engines cache information, some of your profile information may be available for a
leFII,IIiud’hﬂﬂ*ﬁ#HF Yo turrl |:|ul:|||| search off. See preview

' [ Enable public search ]



Step #8. Good Networking

= Networks help you stay in touch vorie Frdrenas P—
with old friends, and help you ]
reconnect with people you've lost F |
: - ] Join a Network
touch with, but belonging to a
. Ecit Friemds Enter a workplace or school.
network can also be dangerous if Network name:
) Use Facebook as Page
you’re not careful. =
= By opening your information up Privacy Settings

Help Center

to a network, you may share
iInformation with people you do
not know.

» To change your network, go to
“Account Settings” then select
the “Networks” tab. Select

Logout

My Account

settings [T Wothcations | vobie | Langusge | Payments | Facebook Ads

You are in one network.

United States Army Leave Network

- Leave N etWO rk” to remove th at You have 14 friends at United States Army.

There are 118,094 people in the United States Army netwark,

network, or type in your
workplace or school to search for
networks to join.




Step #9: Don’t Become a Target

= Facebook can use your My Account
information to target [ Settings | Networks | Notifications | Mobile | Language | Payments [IET S Ty
advertisements toward your Ads shown by third party applications S
friends FII tj”':?j- mrtutr:uﬂ_lﬂwr:ltgr;t |||I::||:hd _u:_ : ﬂfﬂ-'—ﬂﬁht—ltlrrﬂtsr'+ nn: or picture in ads. If this is
Allow ads on platform pag;s;rm::“n;: m
= Unless you want Facebook to f
have unique access to your J

friends and family on Facebook,
it's advised that you disable this

function. Show my social actions in Facebook Adstﬂ Im

= You can do this by clicking on )
“account settings,” and selecting Cancel |
the Facebook Ads Tab. Then
select the “No one” option for
allowing ads from third party
applications. Then select the “No
one” option for showing my social
actions in Facebook Ads.




Getting Started
(official page)



Examples - Garrison

Email

facebook & ¢ BB

Easter Services at Fort Campbell

Lieutenant General Frank Helmick is on Facebook v z by Fort Campbell, Kentucky on Thursday, April 21, 2011 at 11:12am

Sign up for Facebook to connect with Lieutenant General Frank Helmick.
Roman Catholic Services
Soldiers Chapel
=

Lieutenant General Frank Helmick Lent, Holy Week, and Easter

wall  Info Discussions Photos Notes  Welcome!

Lieutenant General Frank Helmick + Others QECTE BT AR, B TS

Just Others w21 April - Holy Thursday/ Mass 7:00pm

This iz the offidal page for
Commanding General of XVIIT
Airborne Corps and Fort Bragg.

Information

Country:
United States

Current Office

Office:

Commanding General, XVIII Airborne
Corps and Fort Bragg

State:

North Carolina

2,009 People Like This

Julie Riley  Mdh Kim Tunnicli
Aguascap  fflaMeve
es

Lieutenant General Frank Helmick

Fitting tribute for a hero
azstarnet.com

:l Fort Campbell, Kentucky's
Motes

-] Motes About Fort Campbell,
Kentucky

{Mo Mass at Noon)

m 22 April- Good Friday/ Veneration of the Cross 7:00pm (Mo Mass at Moon)

A& few days before her soldiel
Afghanistan, Marsha Begay

] Monday at 6:35am * Comment - Like

£1 Marcopollopolo Polo, Grace Hartwig, Margie
this.

] view all 15 comments

Sabrina Casanova-Brown I have to
now...and I hear how often the person
wonderful person, and what a smile...ar|
s0 many...there seems to be a common
they are amazing Men!!! I'm so sorry fol
men...Isend a prayer airborne every ni
Monday at 6:36pm - Flag

Phillip Hanners Well done Sir
8 hours ago - Flag

Lieutenant General Frank Helmick Did
Fort Bragg will reopen to traffic starting 3
will now be from 0630-0730. Units and in
off of the roads at 0730 to ensure the saf
travel. Drivers ...

See More

July 23 at 3:45pm - Comment - Like

£ Grace Hartwig, Ryan Fernandez, Victoria Lio
this.

Lieutenant General Frank Helmick Phg

Ceremony hosted by the 108th ADA Briga

Fort Bragg, N.C.

Storm cleanup safety reminder
Storm deanup activities can be hazardous. Anyone involved with the deanup
should be aware of the potential dangers involved and the proper safety
precautions that should be taken...

:l April 18 :14pm - Like * Comment * Share

&Y Jessica Justra and 13 others like this.

Write a comment...

Fort Bragg, N.C.

Beginning at 1 p.m. today, April 18th, the Yadkin Road ACP will be open to
OUTBOUND traffic only and the Reily Road ACP will be open to INBOUND traffic
only, until further notice, to relieve some of the traffic issues in this area. This
action has been coordinated with the Fayettevile Police Department.

Like - Comment
£ Georgie Rodriguez Amador and 17 others like this.

L) view all 18 comments

Alissa Baker-Oglesbee Thanks everyone for the info 1)
April 18 at 3:36pm - Like

Write & comment...

Fort Bragg, N.C.
The Access Control Points at Yadkin, Reily and Canopy roads all remain dosed.

Like - Comment
T Carl Woody Woodard likes this.
L) View all 11 comments
! Chad Ray Take Bragg Blvd
April 18 at 12:4%pm - Like - &b 1 person

-

m 23 April - Holy Saturday/ Easter Vigil Mass 8:00pm

o Mass at 5:00 or Recondiliation at 4:00)

m 24 April - Easter Sunday/ Mass 9:30am and 12:30pm

R EGG HUNT follows the 9:30 Mass.

* Comment - Share
Shana Bobby Kramm and 29 others like this.

Michelle Brill Is only the Catholic Chaple having services?
23 hours ago - Like - & 2 people

Lisa Halverson What other services are they having for those of
us not catholic? I am new to post and have no idea. We went to
Memorial Chapel this past Sunday and that was nice.

22 hours ago - Like

Vai Leatiota Frsa Bilingual Samoan,English Pentecostal Service at
Hope Chapel (Cav Country) Sunday 24April at 1100, Luncheon
immediately following the service.

22 hours ago - Like

Fort Campbell, Kentucky @ Lisa and Michelle contact the
Installation Chaplains Office for more information on services at
(270) 798-6124. The Community Chapel will have services as well
7:00 am Sunday morning.

22 hours ago - Like




Examples - Operational

facebook

Ray Odierno is on Facebook

Sign up for Facebook to connect with Ray Odierno.

Ray Odierno | & Like |

wall Info Photos Boxes Notes Video

Ray Odierno + Others Just Others

Ray Odierno Your soldiers make so many contributions everyday that they are
here in Iraq. These photos highlight the bond that members of 2ID have formed
with their Iraqi partners, in order to help a young Iraqi girl.

US Forces-Iraq Commanding General

Information

Iraq
10,061 People Like This Iraqi, US Soldiers Provide Mobility for Disabled Child

m - Comment - Like

& Lorane Foster, David Jacobs, Fatuma Salim-Shirazy and 87 others like this.

Brian Kain Joe i
Blaylock L) view all 27 comments

Ellena Eliade It's great to see that in this world full of turmoil, is so much
compassion, love and special people ../ Thanks for exist..
{ * Flag

Brad Blauser Go to www.WheelchairsForIraqiKid

s.com to sponsor a wheelchair for an Iraqgi child who needs a wheelchair!
Also join the Wheelchairs for Iragi Kids Facebook Cause. Thanks GEN
Odierno for posting this to your profile.

Angela Suzanne Todd
Thomas-  Moles Burnett
Carroll

Favorite Pages 4 Ray Odierno Irecently did a press conference at the Pentagon to provide an
3 Pages ;&8 update on our current operations in Iraq. Here's the transcript, if you missed it.

< Defense.gov News Transcript: DOD News Briefing with Gen.
> \ d Odierno from the Pentagon
s, & a & \
3rd ist ¢ EE—




Standard Operating Procedure

DEPARTMENT OF THE ARMY
OFFICE OF THE CHIEF OF PUBLIC AFFAIRS
OMLINE AND SOCIAL MEDUA DIVISION
1500 ARMY PENTAGON
WASHINGTON DC 203011500

01 Nowvember 2010

SUBIJECT: Standardizing official U.S. Arvmy external official presences {(social media)

1. References:
Secretary of the Army Memorandum — Delegation of Authornty — Approval of External

wm DTK 04-026, Responsible and Effective Use of Internet
10
ible Use of Internet Based Capabilities, 2010

e of this memorandum is to standardize Army-wide External Official Presences
{EOPs) juka social media sites).

3. 1AW Delegation of Authority memorandum {referenced above) commands are authonzed to
establish EOPs,

4. 1.5, Army Family Readiness Groups may establish an official presence with the approval of
their command. It s ke the umit’s y e dual purpose as a platform
[ Read P Lo diss i i wever, if the commund elects 1o

hi

S.ANLLE, Army BEOPs, e include pages on Facebook, Twitter, Flickr, YouTube, blogs and any
other platform must adhere o the following standards:

nedia platforms (i

Twitter) are uniform
i alement acknowledging this is the Facebook] page of [enter vour
Pzations nime here] [Fami
st default 1o the o organization’s]" on the wall (Do
i i op down under the “wall
ammeind information being

Once an Army organization has
decided to create a Facebook
page, the first step is to read the
Standing Operating Procedure
on standardizing official U.S.
Army external official online
presences.

This standard operating
procedure deals specifically with
standardizing Army-wide
external official presences to
Include Facebook, Twitter,
Blogs, YouTube, etc.


http://slidesha.re/dkQ7u1

Getting started

Once an organization has facebook i— — o
reviewed the Standing

Operating Procedure, the next [P Rt Al

step is to head to Facebook e i

and sign up.

Click on the “create a page”
link at the bottom of the page.
With an organization page,
administrators can set privacy
settings and control what kind
of posting rights are granted to

|nd|V|dua|S WhO ulike” the page elebrity, band or business.




Setting up an official page
= This page will be an official
external presence, so make facebook — —

sure the correct box is marked.

Creale a Page

= Click the government option,

and then name your page.

= Make sure to reference the
Standing Operating Procedure for
standardizing official U.S. Army
external official online presences
each step of the way.

= Before publishing, make sure
the unit commander has
granted permission to create
the site.

Comm ty Page




Establishing administrators

= After the page name has been
submitted, Facebook will prompt the
individual setting up the page to sign
In with an existing account or create
a new account. This is for page N

administration purposes.
Date of Birth: W

Create a Facebook Account

I already have a Facebook account

& 1donot have a Facebook account

date of birth. (Why is this required?)

= Keep in mind the account used to
sign in here becomes the first I Theve ead and e to e Tems of s and
administrator. As an admin, that
individual takes on the responsibility
of establishing the page, identifying
other administrators and making
sure there is a plan in place to
transfer the account when the
administrator moves on.




Now the page is up. But there's
still work to be done.

At this point, the administrator
must add an official, command
approved, symbol or unit crest as
a profile picture. The
administrator also needs to add
basic information and begin
building the page to meet the
needs of the organization.

In the information box below the
profile photo, make sure the page
is identified as the “official”
Facebook presence for your
organization (reference SOP for
suggested wording.)

Posting basic information

Home  Profile

Exercise: Task Force Army

Get Started Wall Info ¥

Welcome to your new Page. Let's get started!

I:I Add an image

Upload an Image

From your computer

Take a Photo

With your webcam

about you
# Edit Page



Advanced adjustments

= Not all of the required additions

and adjustments to the Cocn-Coln
Facebook page will be o Wal info CocaCol Photos Video Discussions %
prompted. . PR oy oo o ol e . cpes feppiness. )

= To make sure the page isn't g o e st o

ife easier on your entry

overwhelmed by followers or
spammers, administrators need
to adjust the posting settings on
the page.

= Limiting what followers can post N ' dhp
to the page will help mitigate :

some embarrassing situations.

“ Chaarlie 7etaGe Cocaaaaaaaasaa:D
L o



More adjustments

Adjusting settings

» Adjusting the setting of the page
IS an important step. To start,
click on “Edit Page” just under
the page icon.

m| Ads Manager | Pages | Help

=  This is where administrators can

f > Exerdise: Task Force Army
-]

adjust overall settings (who can
Settings post) and wall settings (what

En:lit- country restrictions, age restrictions and published status. CO nte nt p e O p | e Can p OSt . )

E wall settings

= Uncheck the boxes that allow

Change the default view and who can post to your Wall.

<J Mobile

followers to post photos, links
E:!Iu;iz:lrlj:datcs, photos and videos to your Facebook Page on the go. an d Vi d e 0 S .




Getting started: Advanced adjustments

E]| Ads Manager | Pages | Help

f > Exercise: Task Force Army
L

Back to Pages | View Page | Delete Page

ictions, age restrictions and published status.

[ wall settings
Edit m| Ads Manager | Pages | Help

f > Exercise: Task Force Army
e

Back to Pages | View Page | Delete Page

Settings

Edit
Edit country restrictions, age restrictions and published status.

[ wall settings
Hide

As mentioned previously,
uncheck the boxes that allow
users to post videos and photos
to the wall. When content
appears on a Facebook wall,
administrator-approved or not, it
looks like an endorsement.
Also, make sure the default wall
view is “Only Posts by this
Page.” This helps make sure
the organization’s message
doesn'’t get lost in all the wall
posts made by followers.



Getting registered

Making sure the Facebook page is official



Getting registered

. WWW.ARMY. MIL

THE OFFICIAL HOMEPAGE OF THE UNITED STATES ARMY

The U.S. Army on Social Media Submit A Link

ently operates the al media *Submit a Facebook, Flickr, Twitter or YouTube link.
itter, Youtube, Fli

Social Media Fact

Get registered at:
http://www.army.mil/Media/socialmedia/

There are over 700 Army units
registered on the Social Media
Directory.

Registering sites on this directory
not only gives the Army visibility of
new unit pages, but it lets everyone
know which units are using the
platforms.

Once a new site is registered, the
URL is sent to Facebook so they can
remove the ads. This process
typically takes three weeks.

The Army Social Media Directory
provides a great opportunity to
review what other units are doing
and discover best practices.



Best practices

Making a Facebook page successful



Best Practices

Wall Info  HOOAH! ¢ Other Pages Discussions YouTube » <+

* WELCOME! Army Conversdgitri]érrﬁ

IlU'S' ARMY ol Like

QDO0806

ARMY.MIL MY.ARMYMIL MOBILE FEATURES SOCIAL BLOG JOIN
MEDIA

Keep the page vibrant

A static Facebook page is ineffective.
Static pages are boring and visitors to
the page lose interest quickly.

If content on the page is not regularly
updated, people will stop coming by to
view the page.

It’'s important to mix up the posted
content. Carefully select links to stories,
unit videos and photos related to the
organization's mission. Facebook is
designed to support various forms of
content, take advantage of that.



Best Practices

The U.S. Army Photo of the Day: "Honoring a hero." What thoughts

would you like to share with S5G Miller's Family, unit members and Da| |y feat ures

loved ones?

= A good Facebook strategy should

consider how to keep visitors coming
back.

= One way to do this is to create daily

The U.S. Army When a bomb exploded under U.S. Captain Dan Remove features
Luckett's Army Humvee in Iraq two years ago — blowing off one of

his legs and part of ot — the fir:

dune.lr'-lu more {'J-.rmy 0 yc;lj." But two y ars ‘_-'__L_ -",- ¥ ar-o _ -- u Here are SOme tO COﬂSlder
Georgia, native is back on duty — a double-amputee f...

e More = Photo of the Day

AR =  Question of the Week

= Video of the Week

= Highlighting pages of other units
=  Soldier profiles

= Fan submitted content

Write & comment...




Best Practices

Have a posting policy

The U.S. A . .
B - » Make sure to draft a posting policy and
wall Info  HOOAH! Other Pages Discussions  YouTube » <+

P— include it in the information tab of the
Basic Tnfo Facebook page.

Location: 1500 Pentagon
Washington, DC, 20310

N = Administrators can’t control what users
Webste: A post to a page, but they do control what
- is removed.
* |nclude these items in the
organization’s posting policy:
= No personal attacks or threats of violence

Public Transit:

on about the .5,
ny.mil/,

= No obscenities or indecent postings
= No spamming

s 0 s e e = An example of a posting policy can be
viewed on the Army’s Facebook page.
(



http://www.facebook.com/USarmy

Best Practices

Jim Anderson Nathan Flowers Hellow there, T've been praying for you Sir,

Hope we can get in touch again soon. I got to send you some info. Greetings,
Jim
October 4 at 8: 24pm - Flag

Laos Paradise Travel I just left my job as a software tester to devote myself

Social Media Fact
There are no email notifications when a user

posts to the organization’s Facebook wall, so
regularly monitoring the wall is encouraged.

Reviewing the wall

just because a posting policy is in place
doesn’t mean everyone will follow it.

review wall posts frequently and remove
posts that violate the posting policy.

social media doesn’t take a break for the
weekend.

*In some instances, weekend activity on
Facebook can be busier than the week,
so watch the organization's wall every
day, even on days off, holidays and
weekends.



Best Practices

W The U.5. Army Do
N the 4-10 BCT and le
are rn—-’rvrrln:l o
all o Fl:lst:. They remain on ) this wall |:n-rru.:|rn-r|ﬂ.«

1 Will you please replay the article on the new acus.
| | Yesterday at 1:32am via Facebook for iPhone - Comment - Like - Flag
o e multi-c OsL a0
Lates d f that is the f vl
QL

19 I| urs ago

i 7 77 TThanks. Iwas on r||.«|:|'| ne and it doesn't scrall all
the way through. I located it though @)

18 hours ago * Like Flag

Write @ comment...

faa currently lost 19pounds and another 10 to go then
im signing up. HOOAH!
Wednesday at 10: 10pm * Comment * Like * Flag

&1 Megan Liberato likes this.
L) view all 4 comments

The U.S. Army Way to go Mike!!! We're proud of you and look

forward to having you on our team!
19 hours ago * Like

=5 thank you :Di give all this to S5GT Hartwig in at the
Athens, Unio recruiting station!

o - Like - Flag

Write a comment...

Interact with followers

Some of the best examples of effective
pages are the organizations that
Interact with their followers.

Whether a page has 10 or 1 million
followers, it's important to reach out
respond to what followers are posting.
Creating a dialogue and shows that the
organization is listening.

Facebook was designed to facilitate
connections, and if a page fails to
interact with followers it’s not
connecting with them.



OPSEC and Facebook

Keeping a Facebook page safe



OPSEC and Facebook

OPSEC AND SOCIAL NETWORKING SITES

SOCLAL METWORKING &

you o disrupt o

critical information and protect it from an adversary. Here are a Tew $afely Tips

S s

Personal Information

Do yiou:

— Kaap sensitive, work-related information OFF
o prafie

— Haap your plans, schedules and beadon dats
1o yaursalf?

— Pratecs tha names ard infarmation of
cowarkars, frends, ard family mambers?

Tell fiends ta be careful when posting photos
ard infarmation about yeu ard your family?

Posted Data

Brfore posting, did yvow:

— Check ol phosos for indizators in the
hackgrourd o refl irfacs?

Check filenames and fie tags for sensithe data
[your rame, organization o other detais)?

Passwords

A they:

— Uniqua fram your other anling passwords?
Sufficiently hard to quass?

Adequately prateched {rot shaned or grean
away]?

TH®E BEFCGRE ¥4Il P

configuration error

Settings and Privacy
Did wou:

— Carafully kaok far ard 581 all your priviacy and
shcurity options?
— Dwtermire bath your profie and seanch
wikslbality?
ups and nesaans, and saE
coardinghy™
‘Yerify through other channels that a “friend”
requas! was actually from yowr Siend?

Add “urtrussed” pecple o the growp with the
lowast prrmissiors and accesses?

Securty

Remembaer ro:

Keep your artkvins sofwane updabed.

Beware af lirks, dossrleads, and attachmenss
pust as vouw would ine-mails.

Beware ol “apps™ar pluging, which am oflen
written by unkraven third parties wha might use
them w0 acosss your data and friends.

Lok for HTTPS and the lock ican that ndicas
aciive transmission securily balore logging ir or
ariering sensilive dala (e=pecially when using
wi-fi hotspees )

Id het ¢ pubhic at any time due to hatking,
ip 1 selling or sharing user data. Far

mare information, visit the Interagency EC Support Staffs website.

Do not post information about
troop movements, U.S. positions,
meetings of top officials, etc.
Check all photos for indicators in
the background or reflective
surfaces.

Think about the information the
enemy is looking for and then
refrain from posting it.

Check out the guide on the left at
for more details. It can also be
found on the Slideshare site.


http://slidesha.re/cjFKx1

OPSEC and Facebook

Email Password

privatejoesnuffy @gmail . com Login

Passwords

= Make sure passwords are unique.

= Use AKO password standards (14 characters, two
uppercase characters, two lowercase characters, two
numeric characters, two special characters.)

» Don’t use the same password for every social media site
the administrator is responsible for.

= Keep it protected. The whole organization doesn’t need
administration access to a unit or organization page.



Tactics on how to gain followers
(and keep them)



DO:

Q Start with a plan — what do you want to achieve?

O Scatter your posts throughout the day

O Post on weekends and evenings

O Tag at least one other page in each post

O Try to ask an engagement question for every post

O Respond to questions in a timely manner

O Post and follow a comment policy, and enforce it

1 Remember to post in a friendlier tone, but not unprofessional
O Spell check every post prior to posting

d Thank your followers and praise them often

O Use lots of quality photos

O Use short, raw, catchy video

O Ask yourself: would | share that with my friends?

O Mix it up: photos, questions, videos, sharing others' content, news stories, etc.
O Add a personal touch; connect with your audience

O Set defaults to show only your posts first

L Welcome participation, collaboration, and feedback

O Get a short, smart vanity URL (facebook.com/username)
O Update top 5 photos often

1 Have someone else read your posts before you post them
O Track metrics and evaluate how content performs

O “Like” sister or similar organizations



Tactics on how to lose followers
(aka: Do Not)



DO NOT:

O Post too many times a day (you will lose followers)

O Clutter all your posts at one time

O Do not be too promotional

O Use boilerplate messages or snoozy press releases, unless necessary
O Use social media (teen) language in professional posts

Remember:

O You do not control what happens to a message once it is posted

O It only takes one unprofessional slip to taint a reputation

O If you do not have a lot of time to monitor, then set tighter restrictions
(photos, videos, comments, etc.)



Social media during a crisis

The importance of information distribution during unplanned events



Why communicate during a cr|S|s’?

When a crisis strikes, those first few
hours are the most critical.

Not only is it vitally important to control
the situation on site, but it's important to
inform the public and disseminate the
most up-to-date information.
Organizations must get in front of the
story. Give the basic facts early and
provide more information as it comes
available. Media members do not have
open access to installations, so provide
information in a timely manner.

Once accurate stories are published by
the media, it helps to link to the coverage
on Facebook. This helps distribute
iInformation to a broader audience.

Ft. Lemard aced by the tornado that hit on Mew
3 AM - 2 PM, Air Cargo Lot at Lambert Airport (just e-:"’r of

the USO of Missouri van. Mext post will contain the needed

- US0 of Missouri, Inc. We will be holding a donation drive for the families af

damage 160 homes at Fort Leonard Wood | 5t
rnal

fiew Daily Local Business News, Resourc




Informing the media

It's the job of the media to report
the news. They will report on an
event whether or not you reach
out to them.

To make sure the correct
information gets out to the public,
organizations need to
communicate with the media
during crises.

Social media is an excellent way
to put out information to a broad
media audience. Rather than
waiting to put out a press release,
or reaching out to each individual
reporter, social media tools help
spread information quickly and
effectively.



Social media during a crisis

Keeping Army communities informed

Using social media to get information to Soldiers and Families



Keeping Soldiers informed

= During times of crisis, it's
Important to communicate not
only with the media, but with Army
communities close to the incident
as well.

= Many garrisons are now using
social media assets to
communicate with Soldiers on an ——————— Fort Bragg is closed today due to
installation.

= Social media resources can be
used to tell Soldiers where to go, | Fort campbe on st bour doy
who to call, locations to avoid and  [KEMESHEEHGHSE St A ARRES facitios wil
basic information that will help Pey oL e regularfme. Stay
keep the Soldier safe during a
crisis or unplanned event.

| Home Profile Find People

weather.




Social media during a crisis

Building trust

Establishing credibility with the public



Fort Riley Due to the weather, all on-post Fort Riley college classes are

Wi cancelled for this ev rening, Jan. 19.

January 19 at 1:52pm

5 ~ Fort Rlleyr Due to the weather, USO Fort Riley will close at 6 p.m. Jan. 19.

“@ . Fort Riley That time has been moved up to 3 p.m.
MESM. January 19 at 1:53pm * Flag

%P4, " Fort Riley Fort Riley has authorized a staggered early release for
S1ro QsC or

yees E:eqmmnq at m., employees living 25 miles

For closings and delays on post due to
snow, visit the Advisories link at
www.riley.army.mil.

For_t_RiIey

out |n Cedar Grove and F‘ark

if you have any que*hm
act your Community IV I‘1an

Building trust

Building a solid social media following prior
to a crisis is key.

Become the “go-to” resource for timely and
accurate information. Distribute community
news like school closures, road closures
and event information.

When a crisis occurs, organizations should
expect the public to look for information on
social media platforms, so establish
credibility on these sites beforehand.

To build trust and credibility on a social
media platform, it's important to post often,
but there are a few other measures an
organization can take to make sure social
media platforms are accessed in a time of
crisis.



The U.S. Army
wall Info HOOAH! Other Pages Discussions Photos » +
Share: [-) Status Photo ¢]] Link '3¥ Video

Write somethina...

The U.S. Army + Others IO SPTRVEW. TS Just Others Spam & Settings

The U.S. Army Photos of the Day. Make sure to check out the Army's official
Flickr page at www.flickr.com/photos/soldiersmediacenter for more great Army

Welcome to the U.5. Army's
Offidal page on Facebook, a
place to connect, share, and tell
us what you think. If you're
looking for the offidal source of
information about the LS. Army,
visit our homepage at

www. army.mil,

Building trust

Make sure you designate the
social media site as “official.”
Some users are still
apprehensive about social media
S0 a paragraph indicating the
site is official puts many at ease.
Post links to social media sites
on official websites. This allows
users to confirm the legitimacy of
a social media presence.

Promote social media sites on
press releases and during
interviews. Get the word out
about social media sites. This
will help drive people to social
media presences for information
during crises.



Social media during a crisis

Creating a plan

Preparing for the worst before it happens



Creating a crisis communication plan

Much of the stress associated
with a crisis can be mitigated
with a strong crisis
communication plan.

Each organization should have
a crisis communication plan in
place, but it’s important to
iInclude social media in this
plan.

An organization needs to be
prepared to post pertinent
iInformation on social media
sites. They should also listen to
the conversation online,
respond to rumors and provide
updates when they become
available.

Coordinate with Public Affairs Office
Designate who has posting authority

Designate who has release authority

Keep list of logins and passwords on hand 24/7

Monitor conversations and comments on social media
platforms

Identify what information to distribute on each social
media platform

Draft posts and submit for approval

Respond to questions, provide links and correct
misinformation



Social media during a crisis

Listen and respond

Keeping track of the conversation and correcting misinformation



Lomo =
‘ e ANUEry 10 &
i

A

Fort Bragg, N.C. Fort Bragg and Fort Bragg schools will be closed
tomorrow, ] 11.

9:44am via iPhone - Like - Comment

33 others like this.

jubby and kids will be home tomorrow too..how
eek for my family...
n - Flag

is weather is rotten! DISLIKE < DISLIKE!!

e fort bragg website, its listed as

m - #3 1 person - Flag

Lol! Thank you!
m - ¥3 1 person * Flag

Fort Bragg, N.C. Anything posted on here is offidal. Be assured that
while we may be the first to post, the information is coming to us from

the nd team.

January 10 at 2:55pm - ¥ 3 people - Flag

Listen and respond

One of the most important aspects of a
social media crisis communication plan is
monitoring the conversations occurring
across social media platforms.
Organizations need to be prepared to
correct misinformation and rumors.

Social media, by design, is conversational.
People use social media to discuss events
and interact with each other.

Watch the conversations that occur after
information about a crisis or unplanned
event is posted. Be sure to correct
misinformation and respond to rumors.

By watching the conversation, organizations
can also determine what information the
public is looking for.



